MND

Personal Data Protection at MND Group — purchase of goods and services

Information for Applicants for registration as a Potential Supplier
(Issued as of May 22, 2018. This document will be continually updated.)

If you are undertaking natural person endeavouring after a chance to supply MND a.s. (hereinafter “MND”) with
goods or services within your range and applying for registration of yours as a potential supplier, the following
information will assist you in understanding the way in which we will use your personal data, which we have
requested from you in that relation (hereinafter “data”), including your consent to the processing thereof. We
guarantee that your data will be handled with due care and in accordance with relevant mandatory regulations
statutory provisions (Regulation of the European Parliament and of the Council (EU) 2016/679, Act No. 101/2000
Czech Coll., on Personal Data Protection). Your data will never be misused in any way or sold to third parties.

Your consent to the processing of personal data applies to purchase of goods and services conducted by MND only.

Your data controller will be the company MND a.s. (Identification No. 28483006). See our contact information at
http://mnd.eu/en/contacts/ .

Your data will be processed for the purposes of selecting of suitable suppliers of goods and services, organizing
selection procedures, electronic auctions, tendering, etc. and/or negotiations of a contract between you and MND.
The data may be processed in a variety of ways, but always only to the extent necessary for the given purpose. We
will not apply automatic processing, profiling or similar data processing methods, nor shall we process special
categories of personal data. MND has adopted and actively maintains technical and organizational measures
necessary to ensure that your data and privacy are protected. Your data will be made accessible only to selected
recipients, personnel authorized with respect to purchasing and senior staff. The data will be safeguarded against
loss, misuse, or accidental/unauthorized access by third parties, regardless of the form in which they are stored.

In addition to the data received directly from you, we may process your data and other information collected within
MND group, including public data and data provided by third parties. This concern, for example, information on
references about you, process of fulfilling your past orders, solvency, credibility, etc.

Your data will be processed and kept for the period of 10 years.
Rights of the Data Subject

(1) Right of access: You may request a confirmation from us as to whether or not your personal data are being
processed, and, whether that is the case, request access to your personal data and the following information from
the controller: the purpose of the processing, the category of personal data concerned, the planned processing
period, the existence of the right to request rectification or erasure of personal data or restriction of processing of
personal data or to object to such processing, the right to lodge a complaint with a supervisory authority (see
below), where the personal data are not collected from the data subject, any available information as to their
source, the existence of automated decision-making, including profiling and information concerning the procedure
applied, as well as the significance and the envisaged consequences of such processing for the data subject.

(2) Right to a copy: You may request a copy of your personal data from us. In the case that you make the request
by electronic means, and unless you request otherwise, we will provide the information in a commonly used
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electronic form. The first copy is provided free of charge. We will charge a reasonable fee based on administrative
costs or any further copies you may request.

(3) Right to rectification: You may request that we immediately correct any inaccurate data that concern you. You
may also request to have your incomplete personal data completed, including by means of supplementary
statement.

(4) Right to erasure (‘to be forgotten’): You may request that we erase your personal data without undue delay
where one of the following grounds applies: (a) the personal data are no longer necessary in relation to the
purposes for which they were collected or otherwise processed, (b) you withdraw your consent on which the
processing is based, and where there is no other legal ground for the processing, (c) the personal data have been
unlawfully processed. If your request is legitimate, the data in question will be erased to the extent necessary. The
data will not be erased to the extent that processing is necessary for the establishment, exercise or defence of legal
claims of MND Group.

(5) Right to withdraw consent: You are entitled to withdraw your consent to the processing of personal data at
any time.

(6) Right to restriction of processing: At any time, you may request that we limit the processing of your data where
one of the following applies: [a] the accuracy of the personal data is contested by you (the data subject), for a period
enabling us (the controller) to verify the accuracy of the personal data; [b] the processing is unlawful and you
oppose the erasure of the personal data and request the restriction of their use instead; [c] we no longer need the
data for the purposes of the processing, but they are required by you for the establishment, exercise or defence of
legal claims; or [d] you have objected to the processing, pending verification as regards our legitimate grounds
overriding yours. If your request is legitimate, we will restrict the processing of your personal data to the extent
necessary; however, we will still be entitled to process your data for the establishment, exercise or defence of
claims of MND Group.

(7) Right to data portability: You may request that we make the data you have entrusted to us available to you in
a structured, commonly used and machine-readable format and have the right to transmit such data to another
controller. You may also request that we transmit such data to another controller on your behalf; we will
accommodate your request wherever this is technically feasible.

You may exercise your rights pursuant to points (1) — (7) in any form (in writing, via e-mail, over the phone, etc.),
provided we are able to properly identify you as the data subject. We will accommodate any legitimate requests
without undue delay.

Right of complaint: If you are of the opinion that we have violated the relevant data privacy law in processing your
data, please let us know. Moreover, you are entitled to lodge a complaint with the supervisory authority which is
the Office for Personal Data Protection, Pplk. Sochora 27, 170 00 Praha 7, www.uoou.cz.
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